RSW9-2001-0021 
Mark Peters 
1 of 5 



13 



12 \ 


Card _ 
Issuer ■< 


► Auth. 
—Agent 


11 . 


a 

\ 


r 




10 N 


Card 
Holder 





Fig. 1 




12 



10 



Card - 
Issuer ^ 


► Auth. 
-Agent 




Acquirer 










t 


r 


Card 
Holder 




Merchant 




► 





Fig. 2 



14 



13 x 16 



12 



Card - 
Issuer ^ 


► Auth. 
—Agent 




Acquirer 


A 

19 X 






i 




r 


Card 
Holder 




Merchant 





► 



Fig. 3 



RSW9-2001-0021 

Mark Peters 
2 of 5 




16 



Fig. 4 





1 1 




1 1 






0 i 1 

l 1 








1 IN 


I Ih 













24 



26 



32 



Processor 



Communications 
Adapters 



High Capacity 
Memory 



Fig. 5 



25 



Random Access 
Memory 



Operating System 
Memory 



28 



30 



Application Memory 


Authorization / 
Application 


i 






Basic 
Parameters 






► 


Default , 
Criteria 








Account / 






► 


Records 



34 

✓ 36 
/38 

✓ 40 
/42 



RSW9-2001-0021 
Mark Peters 
3 of 5 



Account Record 



Account Number 
Account Holder 

Personal Identification Number 
Challenge Information 
Credit Limit 
Available Credit 
Account History 
Personal Authorization Criteria 
Global 

Merchants of Record 
New Merchants 

Consequence of Denial Protocol 



Fig. 6 



48 



50 



52 



54 



56 



Card Holder and Card Issuer 
Establish Account 



I 



Card Holder Enters Personal 
Authorization Criteria (PAC) 



During Transaction, Merchant Seeks F j Q - 7 
Authorization Using Standard Practices 



I 



Authorization Agent Performs System 
Authorization Operations 



Transaction Processed 
Using PAC If Present 



RSW9-2001-0021 
Mark Peters 
4 of 5 



66 



Fig. 8A 



70 



PAC = Personal 

Authorization 

Criteria 



Begin ^ 




Request for 
Authorization 
Received 




Yes 



Does Transaction 
Meet System 
Requirements? 



Yes 



Retrieve Account Record 
for Received Card 
Number 




Would Available 
Credit Limit Be 
Exceeded? 



,Yes 




|No 



Would Amount 
Velocity Limit Be 
Exceeded? 




Would Transaction 
Velocity Limit Be 
Exceeded? 



y-^ 


► 


>Yes 






► 


>Yes 


► 



|No 



£ 



Does the Account 
Record Include 
PAC? 



Authorize 
Transaction 



End 




Yes 



Deny Authorization 



Implement 
Consequence-of- 
Denial Protocol 



i 



c End ) 



RSW9-2001-0021 
Mark Peters 
5 of 5 




Yes 



Is the card present \7 
at the Merchant? 7 



No 



Are 

Card-Not-Present 
Transactions 
Authorized? 



MAC = Merchant 
Authorization 
Criteria 



Yes 




No. 



Are MAC of 
Record for Calling 
Merchant? 



Have MAC for New 
Merchants Been 
Recorded? 



No 



100 



es 



Retrieve MAC for 
New Merchants 




Does Transaction 

Conform to 
Retrieved MAC 



No 



104 



1 


Yes 
f 


Authorize 
Transaction 







No. 



78 



80 



.No 



Deny Authorization 



Implement 
Consequence-of- 
Denial Protocol 



,Yes 



I 



/ 


r 


Retrieve MAC for 
Calling Merchant 




r 



End 



88 



Does Transaction 
Conform to 
Retrieved MAC 




Authorize 
Transaction 



Deny Authorization 



Implement 
Consequence-of- 
Denial Protocol 



i 



96 



98 



I 



End 



End 



Fig. 8B 



82 



84 



92 



